Kubepb6e3sonacHocTtb 2026:
TBOoS ULMPpPOBas KPenocCTb

[ No 3aWuTe AaHHbIX U IMYHOCTU B COBPEMEHHOM MUpE




Baw umdppoBou
cjsieq— 3TO TOBap

e AKTUBHbIN cnep;: To, 4TO Bbl Ny6NMNKyeTe
camu (NocTbl, POTO, KOMMEHTAapUN).

* MaccueHbI cnep;: To, YTO cobupaeTcs
He3ameTHo (IP-agpec, nctopusa noucka,
reonokawus, MoJesnb YCTPONCTBA).

* Puck: [laHHble n3 ciMBOB (Hanpumep,
Delivery Club) HaBcerga octaroTcs B CETU

M UCNOMb3YHOTCA ANS CO34aHusA LMppPOoBOro
npodhuna unn aTak.

«AHTEepHeT NOMHUT OoblLue,
4YyeM BaM XOTeNIoCb Obi».



CouuanbHasa UH)XXeHepuS:
B310M yenoBeka, a He CUCTEeMbI

OnpepeneHue: MaHunynauma nrogbMu ¢ Lenbko
nobyauTb UX COBEPLUNTb AEUCTBUA UK pasrnacuTb
KOHUAeHUNanbHyo MHGopMaymto.

p
@

Tpurrepbl B3noma:

e Ctpax: «Bal akkayHT 3a6/10KMpoBaH!»
* Jlio6onbiTcTBO: «CMOTPW, YTO NPO TEBA Hanucanu!»
e XXanoctb: «CpOYHO HYXXHbl AE€HbIM Ha onepaLuio.

MoOLUEHHUKM ULLLYT YASBUMOCTHU B BaLLen -
NCUXONOrMK, a He B NPOrpaMMHOM Kope.



Pbi6anka Ha faHHbIe:
AOUILMHI, BULLUHT, CMMLLUMHI

Ouwunnr (Phishing): CmuwmHr (Smishing): Buwmunr (Vishing):
[ToapenbHble canuTbl U SMS ¢ onacHbIMK [010C0BOE MOLLEHHUYECTBO.
nucbma. Beerpa cCbINKaMu (Hanpumep, 3BOHKM OT «CYXKObI
nposepanTe URL BpyyYHyto. «[lJocTaBKa OTMEHEHa»). 6e30MacHOCTMY.

Action: He nepexoauTe No cCcbi/IKaMm.
NMepe3BaHuBauTe no opuumanbHbiM HOMeEpaM.



Oundenku: Korga
rnasam v yiam BepuTtb
HeNb3s

o Ayamno-agundeuku: UM knoHmnpyet
ronoc 6,1M3KOro YenoBseka c
TOYHOCTbIO A0 95% ong npocbbbl 0
CPOYHOM NepeBoae AEHeEr.

« Bupeo-pgundenku: NogaenbHolie
BUOE03BOHKM OT «HayanbCTBa» Uiu
«POAOCTBEHHUKOB.

» MeTop 3aWwiuTbl: [JoroBOpUTECH C
6/1M3KUMK O KOJ,0BOM CJ1I0BE A1A
NOATBEPXKAEHUSA TINYHOCTU B
3KCTPEHHbIX CUTYaLUSIX.




(DuHaHCOBbIE JIOBYLUKW
U NNerkue ieHbru

« «be3onacHbIn cueT»: Muao.
CoTpyaHuku LIb nnn nonuuuu
HUKOrA4a He npepnaratoT nepeBecTu
[IeHbIr'M Ha «6e30mMacHbIn cYeT».

* NlHBeCTULMOHHOE MOLLEHHUYECTBO:
deinkoBble KpUNTOBUPIXKK U
nnaTtdopMbl, obellatoLme
rapaHTUpPOBaHHbI A0X0A,.

* HanuyHble: TpeboBaHWe CHATb
Hann4Hble N NnepeaaTb Kypbepy —
100% npu3HaK MOLLEHHUYecCTBa.




MoLLueHHUYeCTBO B coLceTax v JIo)XKHaa Texnoaaepixka

denkoBbie KOHKYPCbI: JloXkHasa TexnopaepXxkKa:
Ccbinku Tuna «lporonocyi 3a MeHs» BeAyT Ha BcnnbiBaroLme okHa «Balwu MK 3apakeH!» ¢
GULLNHIOBbIE CaliTbl AN1A KpaXkKu naponsi. HOMepoM TenedoHa MOLLEHHUKOB.

maBHoe npaBuno: Hukoraa He coobuwante koabl u3 SMS u Push-yBegomnenni (2FA).

JTO KJ/1I0UYU OT Ballen UM@PpPOBOU XXU3HM.




BpepaoHocHoe [10:
HeBuaumbie Bparu

e CUMNTOMbI 3apaXKeHus:
3ameneHune paboTbl, HOBbIE
paclMpeHus B bpaysepe,
CaMornpou3BOsibHblE
nepesarpysku.

e lLindposanbuuku (Ransomware):
[TporpamMmbl, KOTOpbIE WUDPYHOT
dainbl n TpebytoT BbIKY.

* lLinnoHckoe MO (Spyware): CneauT
3a BBOIOM KJ1aBMaTypbl U
aKTMBHOCTbIO 9KpaHa.

* UcTouHKK: MNnpaTckuin cogr,
TOPPEHTbI, 3apaxeHHble USB-¢pneLukw.




Yrpo3bl cetu: Wi-Fi
u DDoS-aTaku

o My6nuyHbin Wi-Fi: OTKpbITble ceTu B Kade
nepeparoT AaHHble B OTKpPbITOM Buae. He
MCMONb3ynTe UX Ana 6aHKOBCKUX onepawuni
6e3 VPN.

e DDoS-atakum: [leperpyska cepBepoB
MWSTMOHAMM 3aNpPOCOB C 3apa)K€HHbIX
YyCTPOUCTB (BOTHETOB).

e 3awuTa gomMa: MiameHute ctaHaapTHbIU
naponb poyTtepa, oTkarunte UPnP un
yhaaneHHoe agMUHUCTPUpOBaHMeE.




.

O Ctatuctuka: 27% peten CTankuBanucb ¢ KU6epobynnmHrom, Ho ToNbKo 8%
poauTenen 3HaloT 06 3TOM.

O OokcuHr (Doxing): Myénukauunsa NUYHbIX AaHHbIX (aapec, WKona) Ans TpaBu.
O CtankuHr: Cnexka 4yepes reotern M YeKMHbl B COLICETSAX.

O CoseT: He BCTynaiTe B Ananor ¢ arpeccopom. bnokunpyinte n coobuiante
aAMWHUCTPaLMK NnaTthopMbl.



[lepBas NMHUA 0OBOPOHDI:
[Maponu u MOA

e Maponu: MMHUMYM 12 CUMBOJIOB, pa3sHble
ANA Kaxaoro canta. cnonbsynure
MeHe)Kep naposneun.

e MOA (MFA): MHorodakTopHas
ayTeHTUdukKauus. TpebyeT He TONbKO
3HaHue (NapoJib), HO 1 BllaZeHne
(TenedoH) nnu cBOMCTBO (BUOMETPUSA).

 [paBuno: Bkntouute 2FA Be3ge, rae ato
BO3MOXHO (locycnyru, couceTu, noyrta).



[porpaMMHas 3awmTa:
AHTUBUPYCDI N
OOHOB/IEHUS

* PRO32: 3awuTa Be6-Kamepbl U
6a30BbIX Yyrpos.

e Kaspersky Internet Security: 3awura B
peanbHOM BPEMEHU U OT (ULLKHTA.

* Dr.Web Security Space: bnokupoBka
LUNGDPOBANbLLINKOB U ONAacHbIX Be6-
pecypcos.

e 06HOBNEHMA: YCTaHaBNMBaNTe naTyu
OC n npunoXxeHnn cpasy — OHU
3aKpblIBaloT Ablpbl B 6€30MacHOCTH.




Kputnyeckoe MmbiluyieHne — nquuﬁ dHTUBUPYC

* Yenoseyeckuit hakTop: MpoTuB COLManbHO| MHXeHepuu paboTaeT TONbKO Balll MO3T.
* [lpuHUMN HyneBoro foeepus: Ecnu npeanoXxeHne CAUWLKOM XOPOLLO, YTO6bI ObiTb NPaBAOK — 3T0 06MaH.
» [ay3a: MowweHHUKM ToponAT («CpouHo!»). BosbmuTe nay3sy, 4Tobbl NPOBEPUTL PAKTbI.



YHeK-NUCT
LU(PPOBON NMMrueHbl

| | HacTpouTtb ABYX(aKTOPHYHO
ayTeHTUPUKaLuio (2FA5).

| | NMpoBepuTb HACTPOIKK
NPUBATHOCTM B COLICETAX.

| | Ypanutb Heucnonb3yembie
aKKayHTbl.

| | lenatb perynspHbie pe3epBHble
Konuu (63kanbl).

| | CkaumBaTb NpUNOXKEHUS TONTbKO
M3 0GuLMaNbHbIX MaraauHoB
(RuStore, App Store, Google Play).



byabTe yMHee XaKepoB

Balua 6e30nMacHOCTb B BalLUX pPyKax. R /

«B Mupe, rge TexXxHONorun CTuparoT
rpaHb Mexay npaBAon U NNOXbHo, Balla
64MTENBHOCTb — NYYLUUA LLUT.
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